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FORWORD

This gui de provides preparation instructions for DD Form 254, Contract
Security C assification Specification, and should be used in conjunction with
DOD 5220. 22-R, Industrial Security Regulation (ISR), and DOD 5220.22-M
National Industrial Security Program Operating Manual (NISPOM). It applies to
contracting and procurenent officials, programand project managers. Al share
functional industrial security programresponsibilities within the Defense
I nformati on Systens Agency/ O fice of the Manager, National Conmunications
Syst em (DI SA/ OVNCS) .

The DD Form 254 is a key docunment in contracting actions. The form wth its
attachnents, supplenments and incorporated references, advises contractors on
the proper procedures to handle classified material received or generated
under a classified contract. It identifies which security classification

gui dance to use, who has oversight, and where. The DD Form 254 shoul d be kept
unclassified, if at all possible. If you need to supply classified guidance,
transmit it under separate cover by an approved nethod of transm ssion.

For nore information, contact the DI SA/ OWCS Industrial Security Program
Manager at Conmmercial (703) 681-1350 or
DSN 761- 1350.

ROBERT W ROGALSKI

Chi ef of Security
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DEFI NI T1 ONS

ACCESS: The ability and opportunity to obtain know edge of classified
i nformation.

ACCESSES: |ndoctrination to classified material that has additional security
requirenents or caveats. This may be Sensitive Conpartnented | nformation
(SCl), Special Access Program (SAP) information, or collateral |evel accesses
such as North Atlantic Treaty Organi zation (NATO, Critical Nucl ear Wapons
Design Information (CNWDI), etc.

CLASSI FI ED CONTRACT: Any contract that requires or will require access to
classified information, by a contractor or his or her enployees. (A contract
may be a classified contract even though the contract document is not
classified.) The requirenents for a classified contract also are applicable to
al | phases of pre-contract activity, including solicitations (bids,

quot ati ons, and proposal s), pre-contract negotiations, post-contract activity,
or other Governnent Contracting Agency prograns or projects, which require
access to classified information by a contractor

COGNI ZANT SECURI TY AGENCY (CSA): Agenci es of the Executive Branch that have
been authorized by Executive Oder (E.O) 12829 to establish an industrial
security program for the purpose of safeguarding classified infornation under
the jurisdiction of those agenci es when disclosed or released to industry.
Denotes the Departnent of Defense, the Departnent of Energy, the Nuclear
Regul at ory Conmi ssion, and the Central Intelligence Agency. The Secretary of
Def ense, the Secretary of Energy, the Director of Central Intelligence and the
Chai rman, Nucl ear Regul atory Comm ssion may del egate any aspect of security
adm nistration regarding classified activities and contracts under their
purview within the CSA or to another CSA. Responsibility for security

adm nistration may be further delegated by a CSA to one or nore Cogni zant



Security Ofices (CSGCs). For contractors participating in the Nationa
I ndustrial Security Program (NISP), the CSA is the Departnent of Defense.

COGNI ZANT SECURITY OFFICE (CSO: The CSO is always the Defense Investigative
Service, Director of Industrial Security, who has jurisdiction over the
geographical area in which the contractor is located. |If soneone wi |l conduct
i nspections other than the CSO DIS nust be relieved in the DD Form 254, by
conpleting Item

15 as appropriate. |Inspections by an Agency other than DS do not affect the
CSO designation and do not relieve the contracting activity fromthe
responsibility of providing a copy of the DD Form 254 to the CSO

CONTRACTI NG OFFI CER: A Governnment official, who in accordance with
departnental or agency procedures, currently is designated as a contracting
officer with the authority to enter into and adm nister contracts, and neke
determ nations and findings with respect thereto, or any part of such
authority. The term al so includes the designated representative of the
contracting officer acting within the limts of his or her authority.

CONTRACTOR: Any industrial, educational, comercial, or other entity that has
been granted a Facility Security C earance (FCL) by a CSA

ENTRANCE NATI ONAL AGENCY CHECK (ENTNAC): A personnel security investigation
scoped and conducted in the sane nanner as a National Agency Check (NAC
except that a technical fingerprint search of the files of the Federal Bureau
of Investigation (FBI) is not conducted.

FACILITY (SECURITY) CLEARANCE (FCL): An administrative determnation that,
froma security viewpoint, a facility is eligible for access to classified
information of a certain category (and all |ower categories).

| NTERI M SECURI TY CLEARANCE: A security clearance based on the conpletion of
m ni mum i nvestigative requirements, which is granted on a tenporary basis,
pendi ng the conpletion of the full investigative requirenents.

VEMORANDUM OF AGREEMENT (MOA): A formal agreenent between or anpbng agencies or
activities to delineate specific functions.

NATI ONAL AGENCY CHECK (NAC). A personnel security investigation consisting of
a records review of certain agencies as described in paragraph 1, Appendix B
of DOD 5200. 2-R, Personnel Security Program Regul ation (Encl osure 5),
including a technical fingerprint search of the files of the FBI



NATI ONAL AGENCY CHECK PLUS WRI TTEN | QUI RIES (NACI): A personnel security

i nvestigation conducted by the Ofice of Personnel Managenent, conbining a NAC
and witten inquiries to | aw enforcenent agencies, forner enployers and

supervi sors, references, and schools.

OMERSHI P OF CLASSI FI ED | NFORVATI ON: Once information is determned to be
classified, it belongs to the United States Governnent and not the contractor
regardl ess of proprietary claimns.

PERSONNEL ( SECURI TY) CLEARANCE (PCL): An admi nistrative deternmination that an
individual is eligible, froma security viewoint, for access to classified
information at the sane or | ower category as the level of the personne

cl earance bei ng granted.

SENSI TI VE COVPARTMENTED | NFORVATION (SCl): Information and material that
requires special controls for restricted handling within conpartnented
intelligence systens and for which conpartnentation is established.

SI NGLE SCOPE BACKGROUND | VESTI GATI ON (SSBI ). A personnel security

i nvestigation consisting of both record reviews and interviews with sources of
i nformati on prescribed in paragraph 3, Appendi x B, DOD 5200.2, Personne
Security Program Regul ation (Reference a), plus certain additiona

i nvestigative requirenents as prescribed in paragraph 4, Appendix B, DOD

5200. 2-R (Reference a). The period of investigation for an SSBI is the |last 10
years or since the 18th birthday, whichever is shorter, provided the last 2
full years are covered and that no investigation will be conducted prior to an
i ndi vidual's 16th birthday.

SPECI AL ACCESS PROGRAM ( SAP) : Any program approved in accordance w th DOD
5200. 1-R, Chapter VIII, which inposes need-to-know access controls beyond
those nornmally required for access to collateral (TOP SECRET, SECRET, and
CONFI DENTI AL) i nformation.

CHAPTER 1

1.1 Background.

1.1.1 Executive Oder 12829, National Industrial Security



Program establishes the National Industrial Security Program

DOD 5220.22-M National Industrial Security Operating Manual (N SPOV), DOD
5220. 22-R, Industrial Security Regulation (ISR), and DOD 5220-22. M Suppl enent
1, National Industrial Security Program Qperating Manual Suppl enent

(NI SPOVBUP), inplenent NI SP requirenents. This N SPOM est abli shes uniform
security policies, practices, and procedures to ensure the proper safeguarding
of classified information throughout industry.

1.1.2 The NI SPOM i npl ements applicabl e Federal statutes, Executive Orders, and
national directives.

1.1.3 The NI SPOM prescribes requirenents, restrictions and ot her safeguards
that are necessary to prevent the unauthorized disclosure of classified
information and to control authorized disclosure of classified infornmation by
the United States Governnent Executive Branch Departnents and Agenci es and
their contractors. The N SPOM repl aces DOD 5220.22-M Defense |ndustri al
Security Manual for Safeguarding Cassified Information, January 1991

1.1.4 The NI SPOVBUP prescribes special security nmeasures to ensure the
integrity of Special Access Prograns (SAPs), Restricted Data (RD), and
Sensitive Conpartnented Information (SCl), and inposes supplenental controls
to those requirenents prescribed in the N SPOM

1.2 Introduction.

1.2.1 Early in the acquisition cycle, certain security requirenments nust be
considered. WII access to classified information be involved? WII| access be
required during the pre-award phase, or will it only be required for actua
perfornmance of the contract? Are all the prospective contractors cleared to
the appropriate level, and are they equi pped to properly safeguard the
classified information invol ved? The answers to these questions and the
tineliness of your actions will have a significant inpact on your acquisition
and the National Industrial Security Program (N SP)

1.2.2 As a part of the provided contracting process, enough |ead-tinme should
be in your acquisition cycle to acconplish the security actions that may be
needed. In many instances, advanced planning can ensure that the bid package
will not require access to classified information, which precludes processing
an entire bidders list for a facility security clearance. Wen access is
required in the pre-award phase, an interimfacility security clearance (FCL)
may be the solution. If access is not a factor in the pre-award phase, but
will be required for contract performance, only the successful bidder will be
processed for an FCL. Unnecessary processing of prospective contractors for
FCLs is tinme consuming, costly and increases the tinme it takes to process a
contractor who actually has a need for an FCL.



1.2.3 A Contract Security Classification Specification, DD Form 254, is
required for each classified contract and nust be incorporated in the
solicitation and in the contract. Even if pre-award access is not required,
the DD Form 254 nust be incorporated in the solicitation to allow the
contractor the infornmation needed for performance. In this event, add the
followi ng statenment in Item 13 of the DD Form 254:

"Pre-award access is not required. This DD Form 254
reflects the security requirenments for the contract
when awar ded. "

1.2.4 Areview of security requirenents should be perfornmed at the various
stages of acquisition; pre-award, award, research and devel opnent, production
etc., and if required, a revised DD Form 254 nust be issued. However, you mnust
review the DD Form 254 at |east biennially, and forward to the contracting
officer (KO, DISA Security Prograns and Oversight Branch (D161), and the CSO
either the updated DD Form 254, or a letter, identifying the contract and
contractor, stating the DD Form 254 has not changed. On final delivery of
goods or services, or on conpletion or term nation of the contract, the
contractor is required to return to the User Agency (UA) or Contracting
Oficer's Representative (COR) all classified material received or generated
under the contract, or to destroy all classified material unless retention is
requested for a specific period of time and authorized in witing by the KO
As the COR, you nust have know edge of all classified naterial received or
generated by the contractor under your contract.

1.2.5 The DD Form 254, with its attachnments and incorporated references, is
the only authorized neans for providing security classification guidance to
the contractor. Security classification guidance should be witten as
specifically as possible and should include only information that pertains to
the specific contract. Any and all docunents referenced in a DD Form 254
shoul d be provided to the contractor, either as an attachnent or forwarded
under a separate cover, if they are classified. The requirenents of DOD
5220.22-M N SPOM should not be included in a DD Form 254; the N SPOM
contai ns the specific safeguarding and procedural requirenents for the
contractor, not security classification guidance.

1.2.6 Cassified Informati on (TOP SECRET, SECRET, and CONFI DENTIAL), is, and
remains for the duration of the classification, the property of the U S
Governnent, regardl ess of proprietary clains. It nay be provided to private

i ndustry only in connection with a bona fide contractual requirenent. Prior to
a contractor having access to classified information, a Security Agreenent, DD
Form 441, is executed between the Governnent and the contractor. This
agreenent requires the contractor to protect classified information in
accordance with the requirenents of the NISPOM and it obligates the
Governnent to specifically identify, in witing, what information will require
protection during the contract performance. The NI SPOM provi des the contractor
the m ni num saf eguardi ng requirenents for classified information; it does not
provi de security classification guidance (SCG. The SCGis provided in the
body of the DD Form 254 (Figure 1) or its attachnments. The DD Form 254 with
its attachnents, supplenents, and incorporated references, is the only

aut hori zed nmeans for providing SCGto a contractor in connection with a



classified contract. The followi ng information provides an expl anati on of the
various itens on the DD Form 254 to assist in its preparation.

1.3 Suitability Detern nations.

1.3.1 Contractor personnel perform ng on DI SA/OVWCS contracts who are assi gned
duties using sensitive unclassified automated i nformation systens (Al Ss)
designated as ADP-1, ADP-I11, or ADP-111 in accordance with reference 4.5, nust
be the subject of an investigation to deternmine the individual’s suitability
to occupy the position. NOTE: The background investigation requirement is not
appl i cabl e when the contractor enpl oyee has a valid PCL at or above the ADP
designation investigation level on file with the Defense Investigative Service
Cl earance Ofice (Dl SCO.

1.3.2 The Standard Form (SF) 85P, Questionnaire for Public Trust Position

nmust be conpl eted and submitted to the Security Division (D16), Personne
Security Ofice (D162), for the appropriate scope and background investigation
to be conduct ed.

1.3.3 Once the investigation is conpleted, the results are returned to the
Personnel Security Ofice (D162), where the suitability deternination is made.

CHAPTER 2

SECTI ON 1. GENERAL | NSTRUCTI ONS
2.1.1 I ntroduction.

This section contains instruction for preparation of the "Contract Security

Cl assification Specification" (DD Form 254) for classified contracts. The DD
Form 254, with its attachnments, supplenents, and incorporated references is
designed to provide a contractor with the security requirenents and

cl assification guidance needed for perfornance of the classified contract.
However, there are many actions required by the contracting activity in
preparation of the DD Form 254. For exanple, when a contractor requires access
to certain types of classified information, the contracting activity nust
ensure that the contractor has the special procedures in place to safeguard
those types of information. You nust verify this information by contacting the
Def ense I nvestigative Service/Central Verification Activity (D S/CVA), at
Conmmer ci al (410) 865-2720, or by requesting the CSOto establish the
procedures at the contractor’s facility. The DD Form 254 is not the vehicle
for requesting the CSO to establish such procedures; the contracting activity
nmust provide the CSOwith witten justification for such procedures. The
contracting activity is responsible for ensuring that proper security



procedures are in place at the contractor facility prior to rel easing any
classified information to a contractor.

2.1.2 Safeguarding Verification

If the contract calls for access to COMSEC, Restricted Data (RD), Fornerly
Restricted Data (FRD), Critical Nuclear Wapons Design Information (CNVDI),
NATO, or foreign government information, you nust ask the DI S/ CVA conputer
operator if the contractor conpany has access to this type of information; it
wi Il not be vol unteered.

2.1.3 Preparing the DD Form 254.

The followi ng information corresponds to the itens on the DD Form 254. An

expl anation, as well as other pertinent information, is provided for each item
on the DD Form 254. This guide covers general circunstances. |If the contract
has specific requirenents, tailor it to fit your needs. If you have questions
about the DD Form 254, call the DI SA Security Division (D16).

SECTI ON 2 - PREPARATI ON | NSTRUCTI ONS
2.2.1 ITEM 1, CLEARANCE AND SAFEGUARDI NG

2.2.1.1 In Item1la, insert the highest |evel of FCL required by the contractor
for performance of the contract. Use only the words TOP SECRET, SECRET or
CONFI DENTI AL. Speci al caveats, such as RESTRI CTED DATA (RD), FORMERLY

RESTRI CTED DATA (FRD), etc., are not appropriate in this item The contractor
nmust have a valid FCL at least as high as the classification indicated in this
item (verify the contractor’s FCL with DIS/CVA if this information i s not
known) .

2.2.1.2 In Item1b, insert the highest |evel of safeguarding capability
required by the contractor for performance of the contract.

2.2.1.3 The classification level shown in 1b may not be higher than that shown
inltemla. If the contractor will not possess classified infornmation at the
cleared facility in performng the contract, enter Not Applicable (NA) or
None.

2.2.2.1 ITEM 2, TH' S SPECI FI CATION | S FOR

Insert "X'" in Item2a for a prinme contract and enter the contract nunber and
expiration date. Insert "X'" in Item2c for a solicitation (Request for



Proposal (RFP), Request for Quotation (RFQ, Invitation for Bid (IFB), or
other UA program or project) and enter an appropriate identification nunber.
Enter due date for a solicitation as appropriate. Item2b is for use by
contractors for their subcontractors.

2.2.3.1 ITEM 3, TH S SPECI FI CATION | S

When the original DD Form 254 is issued, insert "X' in Item 3a and enter date.
The date of the original wll appear unchanged on each revised or final DD
Form 254 issued thereafter. Item 3a applies when a solicitation is issued and
when the contract is awarded. Wen a revised DD Form 254 is issued, insert "X
in Item 3b, show revision nunber, and enter date of revision. Each tine a
revision is issued, it shall be given a sequential revision nunber. Wen a
final DD Form 254 is issued, insert "X" in Item 3c and enter date. Wen |tem
3cis "Yes," Itemb5 is "Yes." Afinal DD Form 254 is not required unless the
contractor requests an extension of retention authority and the KO authori zes
appr oval

2.2.3.1.1 The prograni project manager or other official of the U S (COR who
prepared the original, final, or revised DD Form 254, reviews the form at

| east biennially. Refer to DOD 5220.22-R, Industrial Security Regul ation

par agraph 7-104, for additional information and exceptions.

2.2.3.1.2 Contractors shall return or destroy classified material in
accordance with the foll owi ng schedul e:

2.2.3.1.2.1 1f a bid, proposal, or quote is not subnmitted or is wthdrawn,
within 180 days after the opening date of bids, proposals, or quotes.

2.2.3.1.2.2 If a bid, proposal, or quote is not accepted, within 180 days
after notification that a bid, proposal, or quote is not accepted.

2.2.3.1.2.3 If the successful bidder, within 2 years after final delivery of
goods and services; or, after conpletion or termination of the classified
contract, whichever cones first.

2.2.3.1.2.4 1f the classified material was not received under a specific
contract, such as material obtained at classified neetings or froma secondary
di stribution center, within 1 year after receipt.

2.2.3.1.3 Contractors may retain classified material up to 2 years after the
conpletion or termnation of the contract (if not advised to the contrary by
the contracting office) without applying for retention authority. Contractors



desiring to retain classified material received or generated under a contract
beyond the 2-year period nmust request and receive witten retention authority
fromthe contracting office.

2.2.4 ITEM4, IS TH S A FOLLONM ON CONTRACT?

This itempertains to followon contracts only. The contract nust be to the
same contractor for the sanme itemor service as the preceding contract. Wen
these conditions exist, enter "X" in the "Yes" box, and enter the preceding
contract number in the space provided. This item authorizes the contractor to
transfer classified material received or generated under the preceding
contract to the current contract. The need for the contractor to notify the UA
of retention is elimnated until conpletion of the followon contract. It is
assuned that the contractor will require access to the sane information for
performance of the followon contract as was required for the preceding
contract. If this is not a followon contract, enter "X'" in the "No" box.

2.2.51TEM5, IS TH S A FINAL DD FORM 2547:

If a final DD Form 254 is being issued, enter an "X" in the "Yes" box, the
date of the contractor’s retention, and the authorized period of retention in
the spaces provided. If this is not a final DD Form 254, enter "X" in the "No"
box. (Also see Item 3 description, |ast paragraph).

2.2.6 | TEM 6, CONTRACTOR

Enter the nane and address of the prine contractor in Item6a. Enter the
Conmer ci al and Governnent Entity (CAGE) code in Item 6b, and the nane and
address of the CSOin Item 6c. The appropriate CSO can be found i n Appendi ces
"F'" and "G' of this handbook.

2.2.7 ITEM 7, SUBCONTRACTOR

The prine contractor conpletes this item when subcontracting.

2.2.8 ITEM 8, ACTUAL PERFORVANCE

If work is to be performed at a location (of the conpany) other than specified
in 6a, enter the appropriate nane and address in Item 8a, the CAGE code in
Item 8b, and nanme and address of the CSOin 8c. DIS will provide the CAGE code
at the tine of FCL verification if you do not have it. The CSO is al ways the



DIS, Director of Industrial Security, who has jurisdiction over the
geographical area in which the contractor is |located. No other activity should
be shown in this block. Inspections conducted by an UA other than DI'S do not
af fect the CSO designation and do not relieve the contracting activity from
the responsibility of providing a copy of the DD Form 254 to the CSO |If
soneone w Il conduct an inspection other than the CSO or if DISwll be
relieved of security cognizance, conplete Item 15 as appropri ate.

2.2.9 ITEM 9, GENERAL | DENTIFI CATION OF TH S PROCUREMENT:

Enter a short, concise, and unclassified description of the procurenent action
(i.e., research, devel opnent, production, study, services, etc.) inltem?9

2.2.10 ITEM 10, THI S CONTRACT W LL REQU RE ACCESS TO

Mark these itens "Yes" or "No" according to the requirenents of each contract.

2.2.10.1 ITEM 10a, COVSEC:

If the contractor requires access to any COVMSEC i nformation, enter "X" in the
"Yes" box. COMBEC i nformation includes accountabl e and/ or non-account abl e
COMSEC i nfornmation and Controlled Cryptographic Itens (CCl). |If accountable
COVBEC

information is involved, the contractor nust have a COVSEC account and |tem
11h woul d be narked "Yes." If Item10a is "Yes," then add:

"Reference Item 10a: Contractor is authorized to receive Governnent furnished
crypt ographi ¢ equi prent. Access to classified COMSEC i nformation requires a
final U S. Governnent clearance at the appropriate level. Further disclosure
of COVSEC information by a contractor, to include subcontracting, requires
prior approval of the contracting activity."

2.2.10.2 | TEM 10b, RESTRI CTED DATA:

This itemis marked "Yes" if access to information that is classified and
controll ed under the Atom c Energy Act of 1954 is required. This itemis
marked "Yes" if Item 10c is marked "Yes."

2.2.10.3 | TEM 10c, CRITI CAL NUCLEAR WEAPON DESI GN | NFORVATI ON ( CNWDI ) :



This itemw |l be marked "Yes" if access to CNVWDI is required. Permssion of
the contracting activity is required prior to subcontracti ng CNVDI. Speci al
briefings and procedures are also required. A Governnent representative
initially briefs the contractor Facility Security Oficer (FSO for CNADI

who, in turn, briefs other contractor enployees. Insert the follow ng
statenent in Item 13: "Reference Item 10c: This contractor is pernitted access
to CNWDI in performance of the contract. The Governnent program nmanager or
designated representative ensures the contractor security supervisor is
briefed for access to CNVWDI by a Governnent representative prior to granting
access. "

2.2.10.4 | TEM 10d, FORMERLY RESTRI CTED DATA:

Mark this "Yes" if access to FRD is required.

2.2.10.5 I TEM 10e, | NTELLI GENCE | NFORVATI ON

This is informati on under the jurisdiction and control of the Director of
Central Intelligence (DCl) and circulated within the intelligence conmunity.

If intelligence information is involved, the contracting activity is
responsi ble for ensuring that the additional security requirenents outlined in
Director, Central Intelligence Directives (DCIDs) 1/7 and 1/21, and Defense
Intelligence Agency Manuals (Dl Avs) 50-4 and 50-5, are incorporated in the

gui dance provided to the contractor and is tailored to the perfornance of the
contract. The guidance may be included in the contract docunent itself or Item
13. The CSO does not conduct inspections for Sensitive Conpartnented
Information (SCl), but nust inspect non-SCl intelligence material the
contractor possesses.|f access to SCl is required, mark Itenms 10e(1), 14, and
15 "Yes."

2.2.10.5.1 If access to non-SCl Intelligence information is required, nark
Item 10e(2) "Yes." Item 14 would al so be marked "Yes," and Item 15 woul d be
mar ked "No." The CSO (DI'S) is responsible for inspections of non-SCl
intelligence information in the possession of a contractor

2.2.10.5.3 NOTE: Prior approval of the contracting activity, to include
coordination with the CSA is required for subcontracting. The contractor or
contract nonitor nust have SCl indoctrinated personnel available to work the
contract. Oficially request the SCI billets required for the contract from
DI SA Security Division (D16), Special Security Ofice (SSO via Interoffice
Menmorandum The contract docunent and DD Form 254 nust have the security

cl auses required by DIAVs 50-4 and 50-5, and DCID 1/21. They provide the
necessary gui dance for physical, personnel, information, classification, and
TEMPEST security neasures and are part of the SCI security specifications for
the contract. Item 1l nust read TOP SECRET.



2.2.10.6 | TEM 10e(1), SENSI TI VE COVPARTMENTED | NFORMATI ON (SCl):

2.2.10.6.1 Wien Item 10e(1) is "Yes," include the following statenent in Item
13:

"Reference Item 10e(1): This contract requires access to SCl

a. The Director, Defense Intelligence Agency (DIA) and Director, DI SA as the
executive agents for DIA have exclusive security responsibility for SCl
rel eased to the contractor or devel oped under this contract.

b. Contractor generated or Governnent furnished naterial may not be provided
to the Defense Technical Information Center (DTIC). Contract generated
technical reports will bear the statenment Not Rel easable to the Defense
Technical Information Center per DOD Instruction 5230. 24.

c. Al contractor personnel requiring access to SCl infornmation nust: be U S
citizens, have been granted a final Top Secret security clearance by the U S
Gover nnment, have been approved as neeting DCID 1/14 criteria by a Government
Cogni zant Security Agency, and have been indoctrinated for the applicable
conpartnments of SClI access prior to being given any access to such information
rel eased or generated under this contract. Immgrant aliens, personnel cleared
on an interimbasis, or personnel holding contractor granted CONFI DENTI AL

cl earances, are

not eligible for access to classified information rel eased or generated under
this contract wi thout the expressed permnission of the Director, DI SA (through
the DI SA Security Division SSO (D162)) and the Director, DA

d. Classified material released or generated under this contract is not
rel easable to foreign nationals wthout the expressed witten perm ssion of
the Director, DI SA (SSO and Director, DIA

e. Recipients of SCI under this contract nay not be rel eased to subcontractors
wi t hout perm ssion of the DI SA SSO

f. STUWIII terminals installed at the contractor’s facilities shall be
supported by a COVBEC account (of the contractor of DISA). STU-Ills in SC
Facilities (SCIFs) require Class VI Cryptographic Ignition Key (CIK).

g. The contractor and COR will revalidate all SCI billets under this contract
with the DI SA Security Qperations Division (D162) annually or when a revised
DD Form 254 issued, whichever is sooner."



2.2.10.6.2 If Item10e(1l) is "Yes," Itens 12, 14 and 15 will be "Yes" with the
foll owi ng statenents added:

2.2.10.6.2.1 In Item 12, "Public rel ease of SCI/SAP material is not
aut hori zed. "

2.2.10.6.2.2 In Item 14, "The contractor will abide by DIAMs 50-4 and 50-5,
Volurmes | and Il, and DCID 1/21."

2.2.10.6.2.3 In Item 15, "The DI SA Security Division (D16) will be responsible
for inspection of SCI under this contract."

2.2.10.6.3 If Item10e(1l) and 1la are "Yes," then Itens 11b and c are "No,"
and the follow ng statenment nust be included in Item 13:

"Reference Itens 10e(1) and 1la: All contractor SCI work and access will be at
a desi gnated Governnment approved SCI Facility (SCIF)."

NOTE: The COR will coordinate with the DI SA Security Division (D16) to
identify the SCIF and initiate any Menoranduns of Agreenent (MOAs) as
required.

2.2.10.7 Item 10e(2), NON SClI | NTELLI GENCE | NFORVATI ON:

This itemw |l be marked "Yes," only if access is required to the nmateri al
mar ked: (1) DI SSEM NATI ON AND EXTRACTI ON OF | NFORVATI ON CONTROLLED BY

ORI G NATOR (ORCON), or (2) AUTHORI ZED FOR RELEASE TO (Nane of Country(ies),
or international organizations).

2.2.10.7.1 The control markings, "Warning Notice - Intelligence Sources or

Met hods I nvol ved," "Not Rel easable to Contractors or Consultants," and
"NOFORN' are no |longer authorized for use. The markings "W\l NTEL, "
"NOCONTRACT, " or "NOFORN' will not be used on any newly created docunents or
other materials. For automated infornmation systens, a phase-in elinnation of
these narkings will be acconplished as systens are upgraded or software is
nodi fi ed, but not later than 12 April 2000. Remarking of the nmaterial bearing
the "WNI NTEL, " "NOCONTRACT," and "NOFORN' control markings is not required.
However, holders of material bearing these markings may |ine through or
otherw se renove the markings fromthe docunents or other material. The
presence of these narkings, in thenselves, will have no bearing on the ability
to release it to contractors.



2.2.10.7.2 O her obsol ete markings include: WARNI NG NOTI CE- SENSI Tl VE SOURCES
AND METHODS | NVOLVED; WARNI NG NOTI CE- | NTELLI GENCE SOURCES AND METHODS

| N\VOLVED; WARNI NG NOTI CE- SENSI Tl VE | NTELLI GENCE SOURCES AND METHODS | NVOLVED
CONTROLLED DI SEM NSC PARTI Cl PATI NG AGENCI ES ONLY; | NTEL COVPONENTS ONLY;

LI M TED, CONTI NUED CONTRCL; NO DI SSEM ABROAD; BACKGROUND USE ONLY; USIB ON\LY;
NFI B ONLY; and NOT RELEASABLE TO FOREI GN NATI ONALS

2.2.10.8 I TEM 10f, SPECI AL ACCESS | NFORVATI ON

This means a Special Access Program (SAP) or code word that has been approved
by the head of a UA (reference: DOD Directive O-5207.5). Wien this Itemis
mar ked "Yes," the contracting activity is responsible for providing the
contractor with the additional security requirenents needed to suppl enent the
NI SPOM r equi rements and ensure adequate protection of the SAP information

i nvol ved. They may be included in the contract docunent itself, but will be
referenced in Item13. Item 14 will be marked "Yes," and Item 15 will be
conpl eted as appropriate. Prior approval fromthe contracting activity is
required, including coordination with the DI SA Security Division (D16) prior
to subcontracting. Access to SAP information requires a final U S. Governnment
cl earance at the appropriate |eve

identified in the SAP Security plan/directives. Al DD Forns 254 requiring SAP
access will be coordinated with and processed through the DI SA Security

Di vi si on (D16).

2.2.10.8.1 If Item10f is "Yes," include the follow ng statenent: "Reference
Item 10f: To execute this contract, additional security requirenents in
addition to DOD 5220.22-Mw ||l be required. The contractor shall conply with
the security provisions of these prograns. Marking and/or classification

gui dance for material originated or generated under this contract will be
provi ded through the DI SA Security Operations Division (D162) under separate
cover. Any material generated by the contractor (including correspondence,
drawi ngs, nodel s, nockups, photographs, schematics, progress, special and

i nspection reports, engineering notes, conputations and training aids) shal
be classified according to content. Guidance for classification shall be
derived fromthe applicable Security Cassification Guides, Government

furni shed equi pnrent or data, or special instructions. Such naterial shall not
contain contractor logos or simlar identifiers which identify the specific
contractor or team nenbers."

2.2.10.8.2 Only include the information listed below if Item 10e(1l) is "No"
and Item 10f is "Yes:"

"Reference Item 10f: The Contractor Special Security Oficers (CSSGs) shal
coordinate with the DI SA Security Division (D16) prior to subcontracting any
portion of this contract.



a. Al personnel requiring access to SAP information nust be: U S. citizens,
have been granted a final Top Secret U S. Government security clearance, have
been approved as nmeeting DCID 1/14 criteria by a Governnent cogni zant
authority, and have been indoctrinated for the applicable SAP prior to being
gi ven access to such information generated or received under this contract.
Immigrant aliens, interimcleared personnel or personnel holding a contractor
grant ed CONFI DENTI AL cl earance are not eligible for access to classified

i nfornmati on rel eased or generated under this contract w thout the expressed
written pernission of the Director, DI SA (Security Division (D16), SSO )

b. Contractor generated or Governnent furnished naterial nmay not be provided
to the Defense Technical Infornmation Center (DTIC). Contractor generated
reports will bear the statenent: 'Not Rel easable to the Defense Technica

I nformati on Center per DOD Instruction 5230.24.""

2.2.10.8.3 If Item10f is "Yes," add the following in Item 13

"Reference Itens 10f and 1l1lc: This contract will be perforned in a facility
approved through the DI SA Security Division (D16) in accordance with
appl i cabl e SAP security requirenments. The CSO (DI'S) nay be relieved of
security cogni zance for the SAP by the DI SA Security Division (D16) and/or the
SAP Program Managenment O fice (PMO which will have responsibility for all SAP
material or information released to the contractor under this contract."

2.2.10.8.4 If Itens 10e(1) and/or 10f are "Yes," add: "Reference 10e(1) and/or
10f: Upon expiration of this contract, the contractor shall request

di sposition instructions for all classified and uncl assified project materi al
The contractor nmay be directed to properly destroy the material or return it.
If classified or unclassified project material is to be retained by the
contractor, every effort should be taken to transfer it to a foll ow on
contract or simlar effort, if applicable. This nust be done, however, with KO
approval. Unless witten authorization by the KOto retain specific nateri al
for a specific period of tine is received, the material shall be returned or
destroyed as instructed. Any exception to security policy shall be referred to
the CSO' DI SA Security Division (D16) for coordination with the appropriate
agenci es and the contracting officer."

2.2.10.9 I TEM 10g, NATO | NFORVATI ON

This means information or docunents belonging to and circulated by the North
Atlantic Treaty Organization (NATO . Access to NATOrequires a final U S.
CGovernnent clearance at the appropriate level. A representative of the
Governnent will brief the Facility Security Oficer (FSO, who in turn wll
brief other contractor personnel requiring access under the contract.

NOTE: To approve NATO access, include a statenent such as: "Access up to and
i ncludi ng NATO SECRET material will be required for reference only at the
Governnent facility."”



2.2.10.10 | TEM 10h, FORElI GN GOVERNVENT | NFORMATI ON

This itemincludes any foreign government infornation except NATO Prior
approval of the contracting activity is required before any subcontracting.
Access to classified foreign governnent information requires a final U S.
Governnent clearance at the appropriate |evel

2.2.10.11 | TEM 10i, LI M TED DI SSEM NATI ON | NFORVATI ON

The use of the term"LIMD S" has been renpved from DOD 5200. 1-R, Information
Security Program and will not be used w thin D SA/OMWNCS contracts.

2.2.10.12 | TEM 10j, FOR OFFICI AL USE ONLY | NFORVATI ON ( FOUO) :

This itemis applicable only on a classified contract. Wien this itemis

mar ked "Yes," the contracting activity is responsible for providing the
contractor with the safeguards and procedures necessary for the protection of
the information. Specific guidance may be found in DOD 5400.7, Departnent of
Def ense Freedom of Information Act Program Chapter 4, not the NI SPOM Al so,
insert the following statenent in Item 14: "DOD Regul ati on 5400.7, DOD Freedom
of Information Act Program" You nust also provide thema copy of DOD
Regul ati on 5400.7, DOD Freedom of Information Act Program

NOTE: Non-DOD user agencies that use other terns that are simlar to DOD FOUO
are responsi ble for providing proper guidance to the contractor for their
information requiring protection from public disclosure.

2.2.10.13 | TEM 10k, OTHER (Specify):

Use this itemfor any other information not included in Itens 10a-10j. Specify
the type of information and include any remarks needed in Item 13. If access
is required to SAP information, state in Item 13 the unclassified nane of the
SAP program the additional security requirenments and neasures needed, or
state this information will be furnished under a separate cover. In Item 15
identify what oversight responsibility DISis relieved of, and identify the
office that has this oversight responsibility.

2.2.10. 14 ACCESS REQUI REMENTS NOTE

The access requirenents |isted above are included as part of the form because
they are the nbst commpn situations that occur in classified contracts. If
they do not apply to the contract requirements, indicate "No" for all of them



add in Item 10k: "See Item 13," and include the appropriate statenents in ltem
13.

2.2.10.14.1 Single Integrated Operational Plan-Extrenely Sensitive Informtion
(Sl OP-ESI):

Use the Item 10k block if the contract requires access to SIOP-ESI. Check the
"Yes" block, and enter "SIOP-ESI." The following will be an attachnment to the
DD Form 254, incorporated into the DD Form 254, or be included in the
Statenent of Work (SOW:

"Reference 10k: This contract requires that specified contractor enpl oyees be
granted access to Single Integrated Operational Plan - Extrenely Sensitive
Information (SIOP-ESI). Enpl oyees requiring SIOP-ESI access will be processed
as follows:

a. The DISA CORwill forward to the DI SA Security Division (D16), via an
Interoffice Menorandum (I M a request to process certain enployees of the
conpany for SIOP-ESI access. The request will be narked with the appropriate
mar ki ngs (i.e., FOUO, Privacy Act Protected, etc.) and/or classified as may be
required by SCG (i.e., justification). This request will contain the

fol | owi ng:

(1) Nane and SSAN of the enpl oyee(s).

(2) Conpany nane, address, CAGE code, tel ephone nunber.

(3) Date and place of birth for enployee(s).

(4) Citizenship of enployee(s).

(5) Citizenship of enployee' s spouse.

(6) SIOP-ESI Category required.

(7) Enployee’s clearance |level and date, investigation type and date.

(8) Inclusive dates SIOP access will be required.



(9) Contract nunber.

(10) Contract expiration date.

(11) Contract review date

(12) Justification for requesting SlIOP-ESI accesses.

b. The DI SA Security Division (D16) will forward a letter to certify the need-
to-know for SIOP-ESI access to the FSO at the conpany via DI SA Form Letter 16.

c. Wien tenporary access to Sl OP-ESI has been approved by the Joint Chiefs of
Staff, the DI SA Security Division (D16) will forward this information to the
FSO and authorize the enployee to be briefed for access.

d. The FSOis responsible for notifying the DI SA Security Division (D16) when
the enployee is transferred fromone facility to another within the conpany,
when the enpl oyee’s enploynent is term nated, when they resign, or have been
transferred and do not require continued access.

e. The FSO is responsible for ensuring that the enpl oyees conpl ete the
required security forns for submssion to DIS Clearance Ofice (DISCO in a
tinmely manner.

f. Information that an individual has been granted access to SIOP-ESI is
uncl assi fied."

2.2.11 ITEM 11, I N PERFORM NG TH S CONTRACT, THE CONTRACTOR W LL:

Mark these itens "Yes" or "No" according to the requirenents of each contract.
2.2.11.1 I TEM 11la, HAVE ACCESS TO CLASSI FI ED ONLY AT ANOTHER CONTRACTOR S
FACI LI TY OR AT A GOVERNMVENT FACI LI TY:

Note the word "only." This means that there will be no access to classified
information at the contractor’s facility. The

contractor requires no safeguarding capability at its facility and Item 1b
will be marked "N A" or "None." If the "Yes" block is marked for this Item
add the follow ng annotation in Item 13:



"Reference Item 1la: Contract performance is restricted to (enter the nane and
address of the contractor facility or Governnent activity). The using
contractor or Governnent activity will provide security classification

gui dance for the perfornmance of this contract."”

2.2.11.2 I TEM 11b, RECEI VE CLASSI FI ED DOCUMENTS ONLY:

Again, note the word "only." This nmeans the contractor will receive classified
docunents and will not generate any classified information that will require
detail ed classification guidance. The classification markings shown on the
docunents received will provide the necessary security classification

gui dance. Add the follow ng annotation in Item 13: "Reference Item 11b: Any
classified informati on generated in performance of this contract shall be
classified according to the narkings on the source material. Al classified
information received is the property of the U S. Governnent. The U S.
Governnent will be contacted at the expiration or termnation of this contract
for proper disposition instructions."

2.2.11.3 I TEM 11c, RECEI VE AND GENERATE CLASSI FI ED | NFORMVATI ON

This means the contractor is expected to receive and generate classified
i nformati on (docunments and/or hardware) and will require detailed SCG for
performance of this contract.

2.2.11.3.1 If the "Yes" block is checked, detail ed SCG nust be provided to the
contractor. The gui dance may be included or referenced in Item 13, attached to
the DD Form 254, forwarded under a separate cover, or included in the contract
docunent itself. Statenents, as appropriate, shall be included in Item 13 to
direct the contractor to the guidance for the contract.

2.2.11.3.2 If the itemis marked "Yes," the contractor will be required to
prepare an Autonmated Infornmation System Standard Practice Procedure (AlS/ SPP)
for their AIS operations and the systemw || require approval of the CSO CSA
in accordance with Chapter 8, N SPOM

2.2.11.3.4 In all cases when this block is checked "Yes," add the statenent:
"Reference Item1lc: Al classified infornmation received or generated under
this contract is the property of the U S. Governnent. At the ternination or
expiration of this contract, the U S. Governnent will be contacted for proper
di sposition instructions."

2.2.11.4 | TEM 11d, FABRI CATE, MODI FY, OR STORE CLASSI FI ED HARDWARE

If "Yes," include as nmuch information as possible, (additional information can
be added in Item13), to indicate if Restricted or Closed Areas will be
required. How nmuch hardware is involved? How | arge? If nore than 2 cubic feet
of storage is required, contact the CSOto verify storage capability at the
contractor facility.



2.2.11.5 I TEM 11le, PERFORM SERVI CES ONLY

If "Yes," add a statenent in Item 13 explaining the services and to provide
adequat e and appropriate gui dance. For service type contracts not covered, add
any appropriate statenent in Item 13 that explains why the contract is a
classified contract and provide gui dance as necessary to ensure protection of
classified information.

2.2.11.5.1 Graphic Arts Services

Add the followi ng statenent in Item 13: "Reference Item 1le: Reproduction
services only. The highest |level of classification for this contract is
(insert level). Classification nmarkings on the nmaterial to be reproduced wll
provide the classification guidance necessary for the performance of this
contract."

2.2.11.5.2 Engi neering Services

Add the following statenent in Item 13: "Reference Item 1lle: Contract is for
engi neering services. Cassification and markings on the material to be
furnished will provide the classification guidance necessary for performance
of this contract."

2.2.11.5.3 Equi pnrent Mai nt enance Services

Add the following statenent in Item 13: "Reference Item 1lle: Contract is for
equi pnent mai ntenance servi ces on equi pment which processes classified

i nformati on. Actual know edge, generation or production of classified
information is not required for performance of this contract. C eared
personnel are required to performthis service because escorting personne
cannot preclude access to classified information. Any classification guidance
needed will be provided by the using activity."

2.2.11.5.4 Guard Services

Add the following statenent in Item 13: "Reference Item 1lle: Contract is for
Quard Services. Ceared personnel are required to performthis service."

2.2.11.6 I TEM 11f, HAVE ACCESS TO U.S. CLASSI FI ED | NFORVATI ON QUTSI DE THE U. S
PUERTO RI CO, U.S. POSSESSI ONS AND TRUST TERRI TORI ES:



If "Yes," indicate exact |ocation of overseas performance in Item13. Item 14
may be "Yes" and should be conpl eted as appropriate. A copy of the DD Form 254
nmust be provided to the Ofice of Industrial Security, International (O SI) or
other U S. activity responsible for overseas inspections. The appropriate
addresses may be found in Appendix A of this handbook, or in Appendix A of DOD
5220.22-M N SPOM

2.2.11.7 ITEM 11g, BE AUTHORI ZED TO USE THE SERVI CES OF DEFENSE TECHNI CAL
| NFORMATI ON CENTER ( DTI C) OR SECONDARY DI STRI BUTI ON CENTER

A "Yes" in this itemnmeans the contractor is authorized to use the services of
DTIC and will require the contractor to prepare and process DD Forns 1540 and
1541. The contracting activity will be involved in certifying need-to-know to
DTIC. The COR nust certify the need-to-know if this block is narked "Yes." Add
the following statenent to Item 13:

"Reference Item 11g:

a. The contractor mnust prepare and forward DD Forns 1540 and 1541 to the COR
for authorization BEFORE the services may be requested.

b. Technical information on file at the Defense Technical Information Center
(DTIC) will be nade available to the contractor if the contractor requires
such information. The contracting officer will certify the field of interest
relating to the contract."

2.2.11.8 I TEM 11h, REQUI RE A COVSEC ACCOUNT:

I f accountable COVSEC i nformation will be provided to the contractor, mark the
"Yes" box. |f non-accountable COVSEC information is involved, nark the "No"
box. Contact the DI SA Security Division (D16) COVSBEC Custodi an, at Conmerci a
(703) 681-0489 or DSN 761-0489 or 761-7950, before nmarking "Yes" on this item
If "Yes" is appropriate, add the statenent referenced in Item 10a above. Item
11k, "Be authorized to use the Defense Courier Service" nust also be marked
"Yes" if the contractor has a need for a COVBEC account.

2.2.11.9 | TEM 11i, HAVE TEMPEST REQUI REMENTS

TEMPEST requirenents are in addition to the requirenents of the NI SPOM |f
"Yes" in this item Item 14 nust also be "Yes" and the pertinent contract



clauses identified or the appropriate information added in Item 13. NOTE:

Cl assified processing for the purpose of TEMPEST application is defined as
SECRET or higher classification. CONFIDENTI AL processing is not considered for
TEMPEST at a contractor’s facility. The Procuring Contracting Oficer (PCO
ensures potential TEMPEST situations related to perfornance of classified
contracts are identified and evaluated. Contracts nust include requirenents
for security counterneasures necessary to conply with National TEMPEST policy.
The progran proj ect manager identifies the necessary requirenents to
incorporate into the solicitation/contract and advi ses the PCO accordingly.

2.2.11.9.1 This itemw Il be marked "Yes" only if processing classified
information will be required at the contractor’s facility. This includes A'S
as well as word processing equipnment. It does not apply if the contract is for
mai nt enance service on Al'S equi pnent or when the contractor will be perform ng
the work at an UA or another cleared facility.

2.2.11.9.2 If this itemis marked "Yes" and the contractor will be processing
COLLATERAL | evel classified information at the

contractor facility, an AIS/SSP for their AI'S operations nust be prepared and
the systemwi |l require approval of the CSO in accordance with Chapter 8,

NI SPOM

2.2.11.9.3 If "Yes," include the following statenment in Item 13 or the
Statenent of Work, if the contractor will be processing
COLLATERAL |l evel classified information at the contractor facility:

2.2.11.9.3.1 "Reference 11i: The contractor shall not process classified
informati on by electrical neans prior to a DI SA TEMPEST eval uati on of the

equi pnent/systens and facility, and witten DI SA certification that the
facility nmeets DI SA TEMPEST criteria. In order to expedite the DI SA TEMPEST
eval uation, the contractor shall provide a |list of equipnent, to include nodel
nunber, which is associated with the processing of classified information. In
addition, the estimted percentage of classified information processed,
cabl e/ conduit runs, a floor plan |ayout that depicts placenent of equipnent in
relation to other roons, equipnment distances fromwalls or uncontrolled areas,
and physical security being afforded the equi pnent both during processing and
after hours. The above TEMPEST eval uation and DI SA approval wll not be
required if previous DI SA approval can be furnished and is no nore than 2
years old. The existing approval mnust be for processing information at the
sanme or higher level and at the sanme facility and itens of equipnent."

2.2.11.9.3.2 Include a statenent in Item 13 of the DD Form 254 or in the
Statenent of Work sinmilar to the following if SClI and/or SAP material is
i nvol ved:

"Reference Itenms 11i and 10e(1l) or 10f:



a. The contractor will not process classified information by electrical neans
prior to a TEMPEST eval uati on of the equi pment/systens and facility, and
written DI SA certification that the facility neets DI SA TEMPEST criteria. In
order to expedite the TEMPEST eval uation, the contractor shall provide a |ist
and | ayout of equiprment in accordance with DI AM 50-5, Volune |, Enclosure 13
The enclosure will include a floor plan |ayout that depicts placenent of

equi pnent in relation to other equi pnent, tel ephone Iines and instrunents,
cabl e/ conduit runs, etc. The drawi ng(s) are to show di nensi ons of roons,
physical relation to other roons, equipnent distances fromwalls or
uncontrol l ed areas, and physical security being afforded the equi pnent both
during processing and after hours.

b. Previous DI SA approval nay be furnished provided it is not nore than 2
years ol d. The approval nust be for processing informati on of the sane or
hi gher | evel security classification and for the sane facility and itenms of
equi pnent . "

2.2.11.10 | TEM 11j, HAVE OPERATI ONS SECURI TY ( OPSEC) REQUI REMENTS:

OPSEC requirenents are in addition to the nornmal handling procedures and
requirenents of the NISPOM There is NO specific OPSEC procedures or
requirenents listed in the NNSPOM |f "Yes" in this item Item 14 nust al so be
"Yes" and the pertinent contract clauses identified or appropriate informtion
added in Item 13. The contracting activity will be involved in approving OPSEC
requi renents for subcontracts. Contact the DI SA Security Division (D16), at
Conmmercial (703) 681-1331 or DSN 761-1331, and the CSA for further

information. Include the followi ng statenents in Item 14: "OPSEC requirenents
apply. The contractor will conply with special OPSEC requirenments contained in
the contract or addendumthereto.” CORs will conply with DOD Directive 5205. 2,
DOD Qperations Security (OPSEC) Program the NI SPOM and | SR

2.2.11.11 | TEM 11k, BE AUTHORI ZED TO USE THE DEFENSE COURI ER SERVI CE ( DCS)

This itemauthorizes the contractor to use the services of DCS. If this item
is marked "Yes," the COR requests services fromthe Comander, DCS, ATTN:
Qperations Division, Fort George G Meade, MD 20755-5370. Only certain
classified information qualifies for shipnent by DCS. It is the responsibility
of the contracting activity to conply with DCS policy and procedures. This
item nust be marked "Yes" if Item 11h "Require a COVBEC Account" is narked
"Yes. "

2.2.11.12 | TEM 111, OTHER ( SPECI FY):

Use this itemto add any additional performance requirenents not covered
above. Item 13 should be appropriately annotated to provide any necessary
remar ks.



2.2.11. 13 NOTE:

The performance requirenents |isted above are included as part of the form
because they are commopn situations that occur in classified contracts. If they
are not applicable to the contract requirenents, indicate "No" for all of
them add in Item11ll: "See Item 13," and include appropriate statenents in
Item 13.

2.2.12 I TEM 12, PUBLI C RELEASE

The contractor obtains contracting activity approval before rel easing any

i nformati on received or generated under the contract, except certain types of
i nformati on authorized by the NISPOM Section 5-5. If desired or required by

the nature of the contract, mark the "Through" box and add the address of the
OCA for the information. If nultiple sources are used to classify the

i nformati on required under this contract, use your address.

2.2.12.1 For Unclassified and collateral information: The contractor is
responsi ble for obtaining the approval of the contracting activity prior to
rel ease of any information received or generated under this contract, except
certain types of information authorized by the NI SPOM Section 5-5. Conplete
this itemas required by internal agency directives to direct the contractor
to the office in the UA that shoul d receive proposed public rel eases.

2.2.12.2 If access to SCl or a SAP s required (ltem 10(e)1l or 10f is "Yes)
include the follow ng: "Public release of SCI/SAP is not authorized."

2.2.13 ITEM 13, SECURI TY GUI DANCE

This is the nost inportant part of the entire DD Form 254. Reference al
attachnents in this block. Make all of your instructions clear. If you fill
this block, use an attachnment(s). If the contractor does not classify the
material correctly, it can directly affect national security. Use this itemto
identify applicable guides, provide narrative gui dance which identifies the
specific information to be classified, to provide appropriate downgrading or
decl assification instructions, to provide any special instructions,

expl anations, comments or statenments required for information to clarify any
other itens identified in the DD Form 254. Ask yoursel f these questions:

What classified informati on does the contractor need to performthis contract?
What gui dance does the contractor need to protect the classified information?
Is there existing security classification guidance for the progran project?



What portion of the guide applies to the contract? Al or part? Are there
ot her guides that may provi de guidance to assist the contractor?

W1l classified hardware be furnished to or generated by the contractor? \Wat
i nformati on makes the hardware cl assified? Does hardware bei ng generated
require classification? At what stage in production does it becone classified?

What uni que characteristics are involved that need protection? Are there
design features that require protection? Wat technical information requires
protection? What breakthroughs would be significant if achieved in a Research
and Devel oprment effort? |Is there sone performance limtations that require
protection?

2.2.13.1 These are nmerely sone of the questions to ask when preparing gui dance
for a contract. Put yourself in the contractor’s place and try to determ ne
what gui dance is needed to properly protect the classified information

provi ded under this contract.

2.2.13.2 Enter progranf project nmanager’'s nanme, title, organization, tel ephone
nunber and signature and contract expiration date in this item

2.2.13.3 Each contract is unique in its performance requirenents. Gve reasons
for the classification. Wite the guidance in plain English. Use additiona
pages as necessary to expand or explain the guidance. Additional pages will
contain a heading identifying the contractor’s nane, contract
nunber/ RFQ RFP/ I FB, contract date, and revision nunber

2.2.13.4 The DD Form 254, with its attachnents and incorporated references, is
the only authorized neans for providing SCGto a

contractor. It should be witten as specifically as possible and shoul d
include only that information pertaining to the issued contract.

2.2.13.5 The requirenents fromthe NISPOMor its supplenents should not be
extracted and included in a DD Form 254; the N SPOM provi des saf eguardi ng
requi renents and procedures for classified information, not SCG

2.2.13.6 It should not contain references to internal agency directives and
instructions. |If such docunents provide guidance applicable to the contract,
the pertinent portions should be extracted and provided as attachnents. Any
and all docunents referenced or cited in Item 13 should be provided to the
contractor, either as attachnents, or under separate cover if they are

cl assified.



2.2.13.7 It is adifficult task to prepare a SCG that covers all of the
performance requirenents of a classified contract. It is an even nore
difficult task to prepare guidance that can be understood and inpl enented by
the contractor. Encourage the contractor to assist in the preparation of the
SCG if at all possible, and to provide comments and/or reconmendations for
changes in the SCG that have been provided. Only through effective

conmuni cation with the contractor can you achieve a SCG that is understandabl e
and will ensure the proper classification and protection of the information
generated in the performance of the contract.

2.2.13.8 Ceneral Information: The followi ng statenents will always be added to
Item 13:

"Al'l classified visit requests by contractors shall be forwarded to the COR
for approval and need-to-know certification before being sent to the facility
to be visited

The COR nust be notified and approve the recei pt and/ or generation of
classified information under this contract.

Al'l classified information received and/ or generated under this contract is
the property of the U S. Governnent regardl ess of proprietary clains. Upon
conpletion or term nation of this

contract, the U S. Governnent will be contacted for destruction or disposition
i nstructions."

2.2.14 1 TEM 14, ADDI TI ONAL SECURI TY REQUI REMENTS

This itemapplies anytine there are security requirenents inposed on the
contractor, in addition to the requirenents of the NISPOMor its suppl enents.
"Yes" in this itemrequires the contracting activity to incorporate the
additional requirenments into the contract docunent itself or reference in Item
13. Attendant costs incurred due to additional security requirenents are

subj ect to negotiation by and reinbursenent to the contractor and

are the responsibility of the contracting activity inposing the additiona
security requirenments. You nust provide a copy of the additional security
requirenents to the CSO Also, you nust list any additional regulations
instructions, etc., you are inposing on the contractor. For exanple, if you
identify the need for access to Non-SCl Intelligence Information, you nust put
"Director of Central Intelligence Directive (DCID) 1/7, Security Controls on
the Dissenmination of Intelligence Information, 12 April 1995."

2.2.15 I TEM 15, | NSPECTI ON | NFORVATI ON:



This itemapplies when the CSOis relieved of inspection responsibility in
whole or in part. A "Yes" inthis itemrequires the contracting activity to
provide information on the specific areas "carved-out"” from DS cogni zance and
to identify the activity responsible for inspection. A copy of the DD Form 254
nmust be provided to the CSO and the DI SA Security Division (D16).

2.2.16 I TEM 16, CERTI FI CATI ON AND S| GNATURE:

Item 16 shall contain the name, title, tel ephone nunber, address and signature
of the PCO or KO certifying that the requirenents are conplete and adequate
for performance of the classified effort.

2.2.17 I TEM 17, REQUI RED DI STRI BUTI ON:

The DD Form 254 is a contractual docunment and should be distributed with the
contract docunent to all addressees by the PCO |If the Statenent of Work (SOWN
is a separate docunent, it will be sent with the DD Form 254 through the DI SA
Security Division (D16) during the coordination phase. It is essential that
the DD Form 254 be distributed, as a mnimum to those shown in this item and
those |listed on the DI SA Form 173, DI SA Contract Points of Contact for

Adni ni stration of DD 254.

2.2.17.1 ltem 17f, OTHERS AS NECESSARY
This itemw |l always be marked with an "X," and the follow ng instruction
typed next to it: "Dl SA Industrial Security"

APPENDI X A: DI SA FORM 173, DI SA CONTRACT PO NTS OF CONTACT FOR ADM NI STRATI ON
CF DD 254

1.1 This formw Il be attached to ALL DI SA DD Forms 254. The KO and the COR
nmust conplete Blocks 1 through 14. A new formwill be conpl eted whenever there
is a change in KOCOR and the formdistributed to all recipients of the DD
Form 254,

1.2 The DI SA Security Prograns and Oversight Branch (D161) will not initial
for reviewif the DD Form 173 has not been signed by the COR This is to
ensure the COR has seen the changes to the DD Form 254.

1.3 Add the following to Item 15 of DI SA Form 173:



Required Distribution:

(Place an "X" in front of each office that nust coordinate on this DD Form

254.)

___Industrial Security Program Manager
Conmerci al (703) 681-4468 or DSN 761- 4468

___ DISA Security Qperations Division (D162).
Conmerci al (703) 681-7990 or DSN 681-7990

SCl Access(es) ; Billets ; Docunents
SAP (SAP CCO) Access(es) ___; Billets __; Docs
COVBEC Account Number ;o STU I

Def ense Courier Service (DCS) Acct

__ SIOP-ESI Infornation COW (703) 681-1349 or DSN 761-1349

__ OPSEC COWM (703) 681-7990 or DSN 761-7990

Col | ateral TEMPEST Information - Include in distribution on all

DI SA DD

Forms 254 requiring classified automated data processing or word processing
(including electric typewiters) EXCEPT those with SCI or SAP requirenents.

APPENDI X B: BASI C COR RESPONSI BI LI TI ES

B.1 The COR responsible for the contract will acconplish the foll ow ng:

B.1.1 Route all DD Forns 254 through the DI SA Security Division (D16) for

coordi nati on.



B.1.2 Ensure a copy of the signed DD Form 254 and DI SA Form 173 are forwarded
to D16.

B.1.3 Forward copies of DD Forns 254 signed by prine contractors for
subcontracting to D16.

B.1.4 Forward the letter of biennial reviewto D16. D16 will forward a copy to
t he CSO.

B.1.5 Authorize all releases of classified information to contractors. The COR
will verify the classified information is needed in perfornance of the
contract. Use DI SA Form 621: Transmttal Record, (Figure 2) for this purpose.
Ensure a copy is sent to the KO for inclusion in the main contract file.

B.1.6 Assist in the close out of the contract. Specifically, forward to D16
the foll ow ng:

B.1.6.1 Date that the contract is officially conpleted.

B.1.6.2 Verification that all classified material received or generated under
the contract by the contractor has been destroyed or returned to DI SA

B.1.6.3 Requests to retain any or all classified material generated under the
contract, along with approval or disapproval

B.1.6.4 Notification of classified material being transferred to a follow on
contract.

B.1.6.5 The above information, except Item 3, should be forwarded to D16 in
one single report, as soon as possible, but not nore than 1 year after
conpletion date of the contract. Item3 may be forwarded no | ater than 2 years
after conpletion of the contract.



APPENDI X C: AUTOVATED DATA PROCESSI NG PCSI TI ON SENSI TI VI TY DESI GNATI ONS

C.1. Al positions within the Defense Information Systens Agency, Ofice of

t he Manager, National Comruni cations System (DI SA/ OWCS), nust be identified
with their level of Automated Data Processing (ADP) sensitivity in accordance
with

DOD 5200. 2-R, Personnel Security Program Regul ation (reference "f"). This

i ncludes all positions occupied by contractors working for the Agency.

C.2. The m nimum ADP position sensitivity designation |evel for all positions
within DISA/OVWCS is "non-critical sensitive." The m ninuminvestigation
required is a National Agency Check Plus Witten Inquiries (NACI).

C.3. ADP sensitivity designations nust be included on all contracts, including
t hose contracts that deal with classified information. Table 1, Position
Sensitivity Designation Descriptions (Enclosure 1), identifies the correct
definitions for ADP position sensitivity designations as designated in

ref erence.

C. 4. The contracts/solicitations nust include a statenent that all DI SA/ OUWNCS
positions nust be designated with their ADP Sensitivity, and what

i nvestigations will be required. These descriptions (Appendices C and D)

shoul d be included in "Section H' of the contract/solicitation.

C.5. The Statenent of Wirk (SON nust include a clause identifying all
applicable regulations. A sanple SOWNclause is included in Table 2, Position
Sensitivity SOV C ause (Appendix D, Table 2).

C.6. Al investigation paperwork that is subnitted nust be acconpanied by a
letter fromthe COR identifying the contract is a valid DI SA/ OUWNCS contract.

APPENDI X D: AUTOVATED DATA PROCESSI NG (ADP) POSI TI ON DESCRI PTI ONS AND
I NVESTI GATI ON REQUI REMENTS

D.1. Critical-Sensitive Positions (ADP-I positions):



Those positions in which the incunbent is responsible for the planning,
direction, and inplenentati on of a conputer security prograny najor
responsibility for the direction, planning and design of a conputer system

i ncluding the hardware and software; or, can access a systemduring the
operation or nmmintenance in such a way, and with a relatively high risk for
causi ng grave damage, or realize a significant personal gain. ADP-1 designated
positions require a Single Scope Background Investigation (SSBI).

D.2. Non-critical-Sensitive Positions (ADP-11 positions):

Those positions in which the incunbent is responsible for the direction

pl anni ng, design, operation, or mmintenance of a conputer system and whose
work is technically reviewed by a higher authority of the ADP-1 category to
ensure the integrity of the system ADP-I1 designated positions require a DOD
Nati onal Agency Check Plus Witten Inquiries (DNACI)/National Agency Check
Plus Witten Inquiries (NAC).

D.3. Non-sensitive Positions (ADP-I111 positions):

Al'l other positions involved in conmputer activities. In establishing the
categories of positions, other factors may enter into the determ nation
pertaining to placenent in higher or |ower categories based on the Agency’s
judgnment as to the unique characteristics of the systemor the safeguards
protecting the system ADP-111 designated positions require a National Agency
Check (NAC) or Entrance National Agency Check (ENTNAC). There are NO Non-
sensitive positions within DI SA

TABLE 1. POCSI TI ON SENSI TI VI TY DESI GNATI ON DESCRI PTI ONS

Cat egory

CriteriaADP-

Responsi bility for the devel opnent and adm ni stration of Agency conputer
security prograns, and also including direction and control of risk analysis
and/ or threat assessment.

Significant involverment in life-critical or mission-critical systens.

Responsi bility for the preparation or approval of data for input into a system
whi ch does not necessarily involve personal access to the system but with
relatively high risk for effecting grave danage or realizing significant
personal gain.

Rel atively high risk assignnents associated with or directly involving the
accounting, disbursenent, (1) dollar anpunts of $10 million per year or
greater, or (2) lesser ampbunts of the activities of the individual are not
subject to technical review by higher authority in the ADP-I category to
insure systemintegrity.



Positions involving major responsibility for the direction planing, design,
testing, maintenance, operation, nonitoring, and/or nanagenent of systens
hardware and software.

O her positions as designated by the Agency Head that involve relatively high
risk for effecting grave damage or realizing significant personal gain.

ADP- 1 |

Responsi bility for systens design, operation, testing, naintenance, and/or
nmonitoring that is carried out under technical review of higher authority in
the ADP-1 category. It includes, but is not limted to:

(1) access to and/or processing of proprietary data, information requiring
protection under the Privacy Act of 1974 (reference n), and Governnent -
devel oped privileged information involving the award of contracts;

(2) accounting, disbursenment, or authorization for disbursenment fromsystens
of dollar anpbunts |less than $10 mllion per year. Qther positions are

desi gnated by the Agency Head that involve a degree of access to a systemthat
creates a significant potential for damage or personal gain | ess than ADP-I
posi tions.

ADP- 1 |
Al'l other positions involved in Federal conputer activities.

APPENDI X E: ADP POSI TI ON SENSI TI VI TY DESI GNATI ON STATEMENT OF WORK
REQUI REMENTS

E.1. Position Sensitivity:

To ensure that contractor personnel have been properly checked or

i nvestigated, the system owner nust determne the sensitivity of the positions
to which the contractor personnel are assigned and the |level of investigation
required. Sensitivity of the information to be processed by the delivered
system threats to the environnent, and existing conputer security safeguards
are to be considered when determ ning position sensitivity. For exanple, in a
system processing highly sensitive information, a | ead system progranmer

position, with unlimted systemprivil eges, wuld be considered ADP-I1. A data
entry position with no privileges other than entering information into the
conput er under strict technical control, would be rated ADP-111. Table 2,

Position Sensitivity SOWcl ause, may be used to define and justify the
personnel security requirenent in SOAM. List positions regarded as sensitive,
assign the appropriate personnel security designation and list the

i nvestigative requirenent. For exanple: Supervisory Conputer QOperator: ADP-I|
w SSBI ; Systens Anal yst: ADP-I1 w NACI; Systens Progranmmer: ADP-11 w NACI;
Lead Systens Programrer: ADP-1 w SSBI

TABLE 2. POSITI ON SENSI TIVITY SOW CLAUSE



"DOD 5200. 2-R, DOD Personnel Security Program requires DOD nilitary and
civilian personnel, as well as DOD consultant and contractor personnel, who
performwork on sensitive automated i nformation systens (1Ss), to be assigned
to positions which are designated at one of two sensitivity |levels (ADP-I
ADP-11). These designations equate to Critical Sensitive, Non-critica
Sensitive. The contractor will assure that individuals assigned to the
followi ng sensitive positions, as determ ned by the Governnent, have conpl et ed
the appropriate forns.

The required investigation will be conpleted prior to the assignnent of
individuals to sensitive duties associated with the position. The contractor
will forward their enployee clearance information (conpleted SF 85P
Questionnaire for Positions of Public Trust, and two DD Forns 258 (Fingerprint
cards) to: DI SA Security Division (D16); ATTN:. Personnel Security (D162); 5111
Leesburg Pi ke, Suite 100; Falls Church, VA 22041-3206

DI SA retains the right to request renoval of contractor personnel, regardless
of prior clearance or adjudication status, whose actions, while assigned to
this contract, clearly conflict with the interests of the Governnent. The
reason for renoval will be fully docunmented in witing by the Contracting

O ficer. Wen and if such renbval occurs, the contractor will within [specify
nunber of days] working days assign qualified personnel to any vacancy(i es)
thus created."

APPENDI X F: OPERATI ONAL AREAS OF DI S COGNI ZANT SECURI TY OFFI CES

NORTHEAST REG ON

The Northeast Regi on, New Engl and Sector includes: Puerto Rico and the states
of Connecticut, Maine, Massachusetts, New Hanpshire, New York, Rhode Island,
Vernont and the followi ng ZI P codes in New Jersey:

07001- 07699
07801- 07999

The Northeast Region, Md-Atlantic Sector, includes: the states of Del awnare,
New Jersey (less the ZI P codes |isted above), Pennsylvania, Chio, Wst
Virginia, and the follow ng ZI P codes in Maryl and:

215  all of 217 _ except

23,37, 38, 65 and 97

21048, 80, 88

21107,55, 57219

210__

212

216__CAPI TAL AREA

The Capital Area includes: the state of Virginia, Washington D.C., and the
followi ng ZI P codes in Maryl and:

20814- 17

20832- 33

20842

20850- 5520861

20866

20871

20874- 7920895

20901- 06

20910

20912206__



207__

21401

21403- 04SOQUTHEAST REG ON

The Sout heast Region includes: the states of Al abamm, Arkansas, Florida,
CGeorgi a, Kentucky, Louisiana, Mssissippi, North Carolina, South Carolina,
Tennessee, and the following ZI P codes in eastern Texas:

75501

75505

7557075662

75671

75755CENTRAL REG ON

The Central Regi on, Southwest Sector includes: the states of Arizona,
Col orado, New Mexi co, Cklahona, and Texas (less the ZI P codes |isted above).

The Central Region, Mdwest Sector includes: the states of Illinois, Indiana,

| owa, Kansas, M chigan, M nnesota, M ssouri, Nebraska, North Dakota, South
Dakota, W sconsin, and Cheyenne, Wom ng.

PACI FI C REG ON

The Pacific Region, Northern Sector includes: the states of |daho, Montana,

O egon, Washington, Wom ng (except for Cheyenne), Utah, and the following ZIP
codes in California:

*93612 «93706 93923 «93940 94022 +94042 «94086 *94303 #94535 94537 «94544
*94560 #94587 «95006 *95008 *95014 «95020 95023 *95030 *95037 95050 «95060
*95070 «95101 +95134 «95360 *94002 +94010 94025 *94030 *94044 94066 «94070
*94101 +94302-06 *94402 *94501 +94510 ¢94513 «94520 #94524 «94530 +94533/46
*94549/50 +94554 94558 94563 *94565 *94566 +94570 94574/77 «94583 «94585
*94596 #94599 94608 94615 *94701 94708 94802 +94952 «95208 #95240 «95336
*95338 +95367 *95376 *95402-07 +95501 95608 *95611 *95616/19 *95630 *95648
*95660 95670 *95673/75/87 +95695 95741 «95813 +95926 +96067 *96099 *96137

The Pacific Region, Southern Sector includes: The states of Alaska, California
(less the ZIP codes listed above), Hawaii, and Nevada.

APPENDIX G: ADDRESSES AND TELEPHONE NUMBERS

Northeast Region, DIS
New England Sector
Barnes Building 1040

495 Summer Street
Boston, MA 02210-2192
COMM: (617) 451-4914
DSN: 955-4914

FAX: (617) 451-3052/4929



Central Region, DS

Sout hwest Sect or

106 Decker Court, Suite 200
Irving, TX 75062-2795

COW (214) 717-5228

FAX: (214) 717-0268

Pacific Region, DS

Sout hern Sect or

3605 Long Beach Blvd, Suite 405
Long Beach, CA 90807-4013

COMM (310) 595-7251

FAX: (310) 595-5584

Capital Area, DS

Hof f man Bui | di ng

2641 Ei senhower Avenue

Al exandria, VA 22331-1000
COW (703) 325-9634

DSN: 221-9634

FAX: (703) 325-0792

Nort heast Region, DS
Md-Atlantic Sector

Ki ngs H ghway North

Cherry Hill, NJ 08034-1908
COMM (609) 482-6505

DSN: 444- 4030

FAX: (609) 482-0286

Central Region, DI'S

M dwest Sect or

610 S. Canal Street
Room 908

Chi cago, IL 60607-4599
COMM (312) 886-2436
FAX: (312) 353-1538

Pacific Region, DS

Nor t hern Sect or

Bui | di ng 35, Room 114

The Presidio

San Franci sco, CA 94129-7700
COW (415) 561-5608

FAX: (415) 561-2125

Sout heast Region, DS



2300 Lake Park Drive
Suite 250

Smyrna, GA 30080- 7606
COW (404) 432-0826
DSN: 697- 6785

FAX: (404) 801-3300

APPENDI X H: OTHER | NDUSTRI AL SECURI TY ADDRESSES

A Sl - Europe (A Sl-E)

PSC 79 Box 003

APO AE 09724

COvm 011-322-725-0884

FAX: 011-322-725-0116
SECURE: 9-022/322/720-9015

A Sl -Far East (A Sl-FE)
Unit 45005

APO AP 96343- 5005

COvMwmt 011-81-3117-63-3619
FAX: 011-81-3117-63-3622
DSN: 263-3619

a sl - FE (Mannhei m

HQ USAMC- E

Unit 29331

APO AE 09724

COMM 011-49621-472582
FAX: 011-49621-815517

A Sl - CASA (Central

and Sout h Anerica)

DS, Industrial Security
Field Ofice(S41ME)

1600 Sarno Road, Suite 201
Mel bour ne, FL 32935-4992
COMM (407) 255-5185

FAX: (407) 255-5192

DI SCO

P. 0. 2499

Col unbus, OH 43216- 5006
COMWM (614) 692-2133
DSN: 850-2133

FAX: (614) 692-3663/5263



Verification of Facility Cl earance and Saf eguardi ng

Def ense I ndustrial Security C earance Ofice (Dl SCO
ATTN. Central Verification Activity (CVA)

P. 0. Box 2499

Col unbus, OH 433216-5006

COMM (614) 692-3688 or 2087

FAX: (614) 692-3669
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